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MEXPET'NOHAJIbHAA OJIMMIIMAZJA HIKOJIBHUKOB
UMEHU U.1. BEPYEHKO

IIpohuns:
HWHpopMaTHKa M1 KOMIIbIOTEPHasA 6€30MacHOCTh

2020 rop,

BAPUAHT 1

3adaya 1. Nepbbi

AHaIUTUKY YJaJ0oCh OOHApYXUTh MamnKy C TpapUUECKUMU H300pPKEHUSMH U TEKCTOBBIM
(aitniom. M3BecTHO, 4TO B M300pa)KEHUSIX CKPBITO KOJIOBOE cloBO. llomorute ompenenutsb
KOJIOBO€ CJIOBO, €CITM U3BECTHO, YTO JUIsl €T0 COKPBITUSI U3MEHIIIN COACPKUMOE BCeX (haiiioB.

K 3a0aue npunacaemcsi:
1) 6 ¢aiinos-uzodpasxcenuu (*.jpg),
2) mexcmosulil ghatin bytes.txt.

3adayva 2. AymeHmudgbukauusi

Cucrema ayreHTudukanuu muppyer napoiarn ocoObIM 00pa3oM, TOKa3aHHOM B BUIE (PYHKIIUU
scrambler Ha s3pike CH++. 3Has anroput™m muU(pPOBaHUS, BBIYUCIUTE Mapoiib. OparMeHt
KOJIa YKa3aH HUXKeE.

C++
int swap (int value, int start, int len)

{
len = len % (sizeof (value) * 8);
start = start % (sizeof (value) * 8);

int bits = (INT MAX >> ((sizeof(value) * 8) - len - 1));
bits = bits << start;

int buf = (value >> len) & bits;
int res = value & bits;

res = res << len;

res |= buf;

int rest = value & ~bits;
rest = rest & ~(bits << len);

return rest | res;

}
[0



Задача%201
Задача%201/bytes.txt
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void scrambler (int keyword)
{
int res = keyword;
for (int 1 = 1; 1 < 16; 1 =1 * 2)
{
for (int J = 0; jJ <32 - i; 73 =3 + 1 * 2)

res = swap(res, Jj, 1i):
1
if (res == 1268560121)
std::cout << "Password 1s correct\n";

else
std::cout << "Password is wrong\n";

3adaya 3. Cemb LOR

OnvMH CTYACHT PEMIMI CO3JIaTh CBOIO AHOHHMHYIO CETh C INMH(pPOBAaHHUEM W BHPTYaIbHBIMH
ToHHEenaMHU 1 Ha3Bail eé LOR.
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Pucynok. Cxema cetu LOR

Hoo — y3en cetn LOR, criocoOHBIN NPpUHUMATH JTaHHBIE, pacin(pOBBIBAThH U MEpeaBaTh UX.
UtoObl OTHpaBUTH JaHHbIE, KIMEHT TpU pa3za mudpyer ux ocodObiM Metonom. Jlaiee
3amr@poBaHHas WH(OpMalUs NepeaaeTcss BXOAHOMY HOAY, KOTOPBIM pactmingpoBbIBaeT €€
onuH pas. Ilocie 3TOro naHHbIE OTHPABISIIOTCS Ha MPOMEXKYTOUYHBIA HOJ, KOTOPBIM TaK ke
pacippoBbIBAECT UX OAMH pa3. [lanee mpoMeKyTOUHbBIN HOJ OTHPABISIET JaHHBIE BHIXOJHOMY
HOJY, KOTOpBIM pacmmpoBbIBAET UX TPETHM pa3, MoJydas JaHHBIE YK€ B OTKPBITOM BHJE.
[Tocne 3Toro AaHHBIE B OTKPHITOM BHJIE OTIPABIIAIOTCS MOJy4aTEIO.
Ucnons3yemas pyHkims mudpoBaHus:

E(x) = (ax + b) mod m, rue
X — HOMEp mudpyeMoro cuMBoJIa (CM. TabIuILy ),
au b — kiroun, mpu 3TOM @ U M J0DKHEI ObITH B3auMHO Tipocteivu (HO/I(a, m) =1, a <m),
M — KoJIM4eCTBO CUMBOJIOB B andasure (M = 30).
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A B C D E F G H | J K L | M
0 1 2 3 4 S 6 7 8 9 110 | 11 | 12
N | O P Q | R S T u |l Vv W] XY | Z

13 114 | 15 |16 | 17 | 18 | 19 | 20 | 21 | 22 | 23 | 24 | 25
. ) (npoﬁe.ﬂ) —

26 | 27 | 28 | 29

[Tpu mepBoM mudpoBaHUU KITFOY & BRIOUPAETCS TakK, YTOOBI & U M OBLIM B3aMMHO MPOCTHIMU
(HO(a, m) =1, a <m).

[Ipu BTOpOM W TpeTheM MHUGPOBAHUHM KIIOY @ PaBEH HOMEpPY MEPBOTO 3alm(pOBaHHOTO
CHUMBOJIa COOOIICHMSI, TIOJYYEHHOTO TOCe MpUMeHeHusl mudpoBanus. Eciau HoMep mepBoro
3amu(pPOBAaHHOTO CHMBOJIa HE SIBISICTCS B3aMMHO TPOCTBIM K M, TO B KadecTBE KIOYa &
Oepercsa Ompkaifiiee OoJiblliee YMCIIO, YAOBIETBOpstoiee MpaBuily. Eciu Takoro uucia HET
(manpumep, Homep cuMBoJa paseH 30), ToO B Ka4eCTBE KIII0Ua UCIIONIb3YeTCs 3HaUeHUeE 1.

Jlnst pacmm@poBaHys HCHIOIB3YETCs APYTas (yHKIHUS:

D(x) =a*(E(x)-b) mod m, rzue
al — umcno, o6parHoe a mo momymo M (a * a' = 1 mod m). Ilpu sToM, umcno a* rax xe
ynosnersopser yenosuro: HOJl(at, m)=1,at<m.

Pacumdpyiite oTipaBieHHOE KIMEHTOM COOOIIEHHUE, €CITM H3BECTHO, 4To D = 5 Ha Bcex HOAAX,
a HCXOJHOE COOOIICHHE 3aKaHYMBAaETCA CUMBOJIOM “.”. B oTBere yKaXHUTe HCXOIHOE
COO0IIEHHE, a TAKXKE KIIFOUH IU(POBAHUS BXOJAHOTO, TPOMEKYTOUYHOI'O U BBIXOJHOTO HOJA.

[TepexBaueHHOE COOOIICHNE OT KIIMCHTA:
YMXNDXNDYMJDJS L

3adaua 4. DLL Hijacking

B pasmene wummopra 3arosioBka UCHOJIHSAEMOro Qaina cofepxurcd HHPopManus
o noakoyaeMbix Oubiamorekax (DLL) u umnoptupyemsix U3 HuUX QyHKUMSX. s moameHsl
onnoit u3 DLL nHeobxoaumo, yToObl UMsi OUOTMOTEKH U HAOOP (PYHKIIMM COBIAal C UMEHEM
OubMMoTeKn W HAOOPOM (PYHKIMHM, ONMHMCAHHBIMU B pa3jielie UMIOpTa UCHOJIHAeMOoro (aiina.
Jlns yriporieHus pa3padoTku noameHsemon oubiamorexku DLL, u3 Bcex OMOIMOTEK BHIOMpAIOT
Ty, U3 KOTOPOI UMIOPTUPYETCS HAUMEHbIIIEE KOJTMYECTBO (PYHKIUH.

N3 mpenocraBiaeHHOro obpaza pasjeina UMIIOpPTa ONpPENeIuTe UMsi OMOIMOTEKH, U3 KOTOPOM
UMIIOPTUPYETCS] HAUMEHBIIEE KOJTNYECTBO (QYHKIIHIA.

B otBere ykaxure ums Oubmmuorexku DLL, nmena ummnoptupyemblx u3 Hee (GYHKIUN U
KOJIMYECTBO apPTYMEHTOB KaXKJI0M M3 TaKUX (DYHKITH.

Crpykrypa pazziena UMIopTa oka3aHa Ha PUCYHKE.
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Y

LibraryInfo_1

ImportTable Name (4 Gaitta)
Libraryinfo_1 (4 6aiita) NamesTable (4 Gaira)
Librarylnfo_2 (4 Saiita) OrdinalsTable (4 Ganta)
0x00000000 A LibraryInfo_2
Name (4 Gaitta)
NamesTable (4 GaiTa) —
OrdinalsTable (4 6aiTa)
|-> NamesTable_2 OrdinalsTable_2
Fun1_Name (4 6aiTa) — Fun1_Ordinal (4 6anTa)
Fun1_ParamsCount (4 GaiTta) Fun1_ParamsCount (4 6aita)
Fun2_Name (4 daita) —— | Fun2_Ordinal (4 6anta)
Fun2_ParamsCount (4 Gaitta) Fun2_ParamsCount (4 6aiTa)
0x00000000 0x00000000
Function_1_Name |€

Library_1_Name |-

Function_2_Name |#

Pucynok. CtpykTypa pasznena UMropra

ImportTable — Tabnuma ummopra. Xpanutcs B Havajie paszjaena umnopra. ComepkuT aapeca
(4-x OaiitoBbic) Ha cTpykTyphl Librarylnfo. B konie tabmuiel 3anuceiBaeTcsi 4 HYJIEBBIX
oOatita (0x00000000).

Librarylnfo — crpykrypa, conepskaiias nadpopmaruo o ondauorexe. Coaep UT MoJIs:

Name — agpec ctpoku (4 Gaitta), comepxarieit umsi 6udauoreku. CTpoka 3aKaHUUBACTCS
nyaesbiM Oaritom (\0');

NamesTable — agpec Tabmuisl IMEH UMIIOPTUPYEMBIX PyHKIHI (4 OaiiTa);

OrdinalsTable — agpec Tabnuibl HACHTH(HUKATOPOB UMIOPTHPYEMBIX (YHKIIKH (4 OakiTa).

NamesTable — Ttabmuia umen wummoptupyembix ¢yHknuid. Kaxmas 3ammuch COIEPKUT
CJIeIYIOIINE TapaMeTpPhI:
Fun_Name — agpec ctpoku (4 Oalita), coxaepxameid ums ¢ynkauu. Crpoka

3akaH4yMBaeTcs HyJ1eBbIM OaritoM (\0');
Fun_ParamsCount — konudectBo aprymeHToB GyHKIUU (4 Oaiita).
B kon1ie Tabauipl 3anuceiBactes 4 HyneBbix Oarita (0X00000000).
OrdinalsTable — rtabmuna unentudukaropop mmmoptupyembix GyHkiwid. Kaxmas 3amuck

COJZICPIKHT CIEYIOUINE apaMeTphI:

Fun_Ordinal — unpertudukarop pynkmnuu (4 Oaiira);

Fun_ParamsCount — konn4yecTBo aprymMeHToB GyHKIUH (4 OaiiTa).

B kon1te Tabauipl 3anuceiBaetes 4 HynneBbix Oatita (0X00000000).
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Bce anpeca u uncnoBble 3HaueHus: xpaHsarcs B ¢opmare Little-Endian. Anpeca ykassiBarorcst
OTHOCHTEJIFHO Hauaja pasjeiia UMIopTa, aapec koroporo cuutaercs pasabiM 0X00000000.

K 3a0aue npunacaemcs:
@aiin obpasza pazoena umnopma dump_v1.bin.

3adaya 5. Web-caim

[Tonb30oBaTeNb XpaHUT HAa CEPBEPE CEKPETHOE CIOBO, AOCTYI K KOTOPOMY MOKHO MOJYYHUTh,
aBTOPH30BABIIUCH depe3 Web-caiiT. CepBep BBLIACT CEKPETHOE CIIOBO TOJBKO B TOM CIIydae,
ecnu eMy OyJeT OTIpaBieHa BepHas 3allu(poBaHHAS MOCIIEI0BATENLHOCTh, CPOPMUPOBAHHAS
U3 JoruHa u mapois. UtoObl He 3a0bITh JIOTUH W Mapojb, IMOJb30BaTEIh OCTAaBHI cebe
MOJICKa3KH Ha caiiTe.

Onpenenure CEKPETHOE CIIOBO.

K 3a0aue npuiazaemci.
nanka ¢ CO@@D.}‘CMMblM Web'CWlDClHuubl.



Задача%204/dump_v1.bin
Задача%205

