2022-2023 yueOHblii ron 11 kamace

O

MEXPET'MOHAJIbHAA OJIMMIIMAAA ITKOJIbBHUKOB
MMEHH U.1. BEPYEHKO

IIpopuns:
WHpopMaTHKaA U KOMNIbIOTEPHAsA 6€30IIaCHOCTh

BAPHUAHT 1

3adaya 1. Cucmema ob6Hapy)XeHuUs1 emopkeHull

3a HECKOJIBKO MECSIIeB IKCILTyaTaluu Oblia copMUpoBaHa CTATUCTUKA paOOThI CUCTEMbI
obHapyxeHnus BTopkeruit (COB), npuBeneHHas Ha pucyHke 1.
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Pucynok 1 — HopmupoBaHnHOe pacripe/esieHne Tpaguka o 4acToTe B 3aBUCHMOCTH OT €ro
WHTEHCHBHOCTH:
(I) — pacnipenesieHre HOpMaILHOTO TpadHKa,
(1) — pactipenenenue Bpe1oHOCHOTO Tpaduka

Pacnipenenenust TpadukoB  IpencTaBIAIOT  cO0OMl  HOpMalbHBIE  pacHpeneieHus
CO CINEAYIOINMH MapaMeTpaMu:

— HopManbHbIi Tpaduk (I): maremarnueckoe oxxunanue p = 400, nucnepcus o = 100,

— BpeaonocHsIi Tpaduk (I1): matemaTnaeckoe oxumganue p = 850, qucnepcus o = 50.

B Hactosiiiee Bpemsi mopor mnpuHatus pemenuit nias COB (mokaszaH KpacHOW JIMHHEH
Ha pUCYHKe 1) 3aJ1aH Tak, 4To 00bEM HEMPaBUIILHO 00OHAPYKEHHOTO HOpMalibHOTO Tpaduka (O))
1 00bEM HENpaBUILHO O0HAPYKEHHOTO BpefoHocHoro Tpaduka (Oy) pasus 0,1%0.

I'paduk pacnpenenenuss odbema BBHIOOPKH (TLIONIAAM MOJ TpadUKOM) B 3aBUCUMOCTH
OT IOJIOKEHUS [TOPOra OTHOCUTENIBHO MaTEMAaTHYECKOIO 0KHUIAHMS IOKa3aH Ha PUCYHKE 2.
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Pucynox 2 — HopmanibHoe pacnpenenenue Tpaduxa

B mocnenHee Henenmo B CeTH TOSBWJICS aHOMalbHBIA Tpaduk Tpethbero Buma (I1),
pacmpeziesieHne KOTOPOro MoKa3aHo Ha PUCYHKE 3.
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Pucynox 3 — HopmupoBaHHOE pacnipesienieHre aHOMaIbHOTO Tpaduka 1Mo 4acToTe B
3aBUCUMOCTH OT ero uHTeHcuBHocTH (111)

AHOMaJBHBINA TpapuK MPEACTaBISIET cOO0N HOPMAJIbLHOE pachpeiesieHue ¢ apaMeTpaMu:
MareMatnueckoe oxxkunanve p = 700, mucnepcus ¢ = 50.

[Ipu Texymmx Hactpoiikax mopora COB o0bem omubouHOro 0oOHapyXeHHs Tpaduka
Hosoro Buaa (Oy) = 50%.

B kakyro Touky HEOOXOIUMO TMEPEHECTH MOPOT MPUHATUS PEIICHHs, YTOOBI CyMMapHOE
3HaUYCHHE OMMOOK BCEX BUIOB Tpaduka ObUT0 MUHUMAIHHOE:

Ocyum = 01 + Oy + Oyyp > min?

MuHuMaIbHBIN mar u3MeHeHus mnopora — 10.

B otBeTe ykakuTe 3HaUCHWE WHTECHCHBHOCTH, Ha KOTOPOW JOJDKEH OBITh YCTaHOBIICH
HOBBII MOPOT MPUHATHUS PELICHMS, a TAKKE 3HAYEHUSI 00bEMOB OITMOOYHOr0 OOHAPYKEHUS TS
BCEX TPEX TUIOB TpaduKa.
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3adaya 2. BecnunomHuk

NBany na HoBeiii ['og momapunu OECHMIOTHUK C YOPABIEHHEM 4Yepe3 CHEIHabHOE
MPWIOKEHHE Ha cMapTHOHE, KOTOPOE BEIET KypHal OTHPaBICHHBIX OECITUIOTHUKY KOMAaH/I.

Jlis TmpOBEpKH KOPPEKTHOCTH paboOThl OECHUIOTHUKA B WHCTPYKUUHU MPEAyCMOTPEH
CHEIHUANIbHBIA TECTOBBIM MapHIPYyT, MO KOTOPOMY HEOOXOAUMO MPOJETETh C HUCIOJIb30BAHUEM
npuiokeHus: Ha cmapT@one. VIBaH BBIMIONHII BCE KOMAHJIbI YIIPABIEHUS, IPOJIETEN MapIIPYT
U BEpHYJ OCCIMIOTHUK B UCXOAHYIO TOUKY (CM. PUCYHOK).

MapuipyT U3 UHCTPYKIIUH:

A>B2>C>D2>E2>F>G>H>F2>E2>B2>A
Koopaunate! Touek MapipyTa u3 uHCTpyKiuu (X;Y;2Z):
A =(0; 0; 0) — ucxoaHas TouKa,

B =(0; 0; 12),
C=(12;0; 12),
D =(12; 6; 12),
E=(0; 6, 12),
F=(0; 6; 24),
G =(0; 2; 24),
H=(-3; 2; 24).
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Pucynox — TectoBblii MapuipyT OeCIUIOTHUKA (M3 UHCTPYKITUH).
EnuHuiibl 13MEHEeHHS IIKall — METPBI

ITocne aToro MBaH pemnui caMoCTOATENIBHO YIIPABISTH OSCIMIIOTHUKOM C UCITOJIh30BaHUEM
pwIoKeHus1. Uepes Kakoe-To BpeMsi OECIIIIIOTHUK YIIETel TaK JajeKo, YTO MPonai U3 BUY.

Ha ocHoBanum *xypHaja OTIPaBICHHBIX KOMaH/ TOMOTuTe VIBaHy BepHYTh OCCIUIOTHHUK
C UCTIOJIb30BaHUEM MHHHMAJIBHOTO YHCJIa KOMaHJ. B oTBeTe yKaxute MUHUMAILHYIO
MOCJIEA0BAaTEILHOCTh KOMaHJ, KOTOpble HEOOXOAMMO OTIPABUThL OCCHUJIOTHUKY ISl €ro
BO3BpaIIEHUS B UICXOJIHYIO TOUKY ¢ koopauHaTamu (0; 0; 0).

Cuurarh, 4YTO OCCHUIOTHUK MEPEABUTAETCA TOJIBKO IO IIEJOYMCICHHBIM KOOpPJIUHATaM,
TO €CTh, €CJIM IIOCJIC BBIIOJHECHUS KOMAaHILI OCCIHMJIOTHHUK JOJDKEH OKa3aThCsd B TOYKE
¢ koopauHaTtamu (12,3; 7,8; 5), To OH OKaXXeTcsl B TOUKe ¢ koopauHatamu (12; 8; 5).

K 3a0aue npunacaemcs:
«drone_test v1.log» — )xypHaJI ¢ KOMaHIaMH TECTOBOTO MapIIpyTa U3 WHCTPYKIIHH;
«drone_v1.log» — xxypHas ¢ KOMaHAaMH1, KOTOpbIEe OTIIPaBiIs1 MBaH.
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3adayva 3. Cemeesasi cmezaaHozpacghusi

ATEHTBI OHOH CIIELCITYKObI 00IIAI0TCS O OTKPHITOMY KaHAITy CBSI3U C TIOMOIIIBIO CETEBBIX
nakeTtoB. M3BecTHO, 4TO AJiA mepelayd TEKCTOBBIX COOOUIEHWI OHU HCIONb3YIOT 3HAUEHUS
HEKOTOPBIX ITOJIEN 3ar0JI0BKOB MAKETOB.

AIMUHUCTPATOPY YAAIOCH MEPEXBATUTH (hparMeHT MepeaBacMbIX TaHHBIX. M3yuuTe ero
U U3BJIEKUTE NepeaaBaemMoe coodmenue. OTBeT 000CHyMHTE.

K 3a0aue npunacaemca:
«packets vl.cap» — mamin ceTeBoOro Tpaduka co CKPhITHIM TEKCTOBBIM COOOIIICHUEM.

3adaya 4. MecceHOxep

B xommanum s OOIIEHHST MEXIY COTPYJHMKAMH HCIIOIB3YeTCS MECCEHKEp
COOCTBEHHOW pa3pabOTKH, KOTOPBIM IepesaeT CooOIIeHus B 3alIu(pPOBaHHOM BHJIE.
[IndpoBanre MPOU3BOAMUTCSA C HCIOJH30BAHUEM METOJA <JIBOMYHOTO TaMMHUPOBAHUS» WU
IyTEM BBIMIOJHEHUS OIepaluu  «moduTtoBoro uckimovawmero MWMIIM» wexny Oaiitamu
cooOmIeHN 1 Kitoda. J[Js KaXaoro COTpyAHUKA €KETHEBHO TCHEPHUPYETCS HOBBIM KITIOU TIO
cienymwiieit hopmyie

K = (0% + M, + .. +OMy) div C,

rae @1, @2, ..., ®N — koJ1 OyKB JOMOJHEHHOM (paMuiiiu B cooTBeTcTBUU ¢ Tadauie ASCII
(peructp y4uThIBaeTCs),

ni,un2,.., N — koa OyKB JOIOJHEHHOI0O MMEHHM B cooTBeTcTBMHM ¢ Tabmuuer ASCII
(peructp y4uThIBaeTCH),

N — MaKCUMYyM M3 JITUH (DaMUJIMU ¥ UMEHU COTPYTHHUKA,

C — cymMma Bcex nudp tekymieit natel B popmare JJI-MM-TTTT,

div — omepanus IEJI0UYUCICHHOTO JeJICHH (1Ie1as 9acTh OT JICTICHHUS ).

Ecnu nnuna haMuiiy MEHbIIE JUTHHBI UMEHHU, TO (paMUITHS JTOTIOTHICTCS TTYTEM JT03aIICH
B KOHEII IIMKJIMYECKOTO MOBTOPEHUS OYKB (haMUJIUH, TIOKa €€ IJIMHA HE CPAaBHAETCS C JJIMHON
MMEHHU. AHAJIOTUYHO C UMEHEM, €CJIM €T0 JJIMHA MEHBIIE JUTHHBI (paMUITHH.

Hampumep, aisa corpynnuka ¢ @O Ivanov Petr 5 mapta 2023 kitou OyAeT BEIYUCIATHCS
CIICAYIOIIUM 00pa3oMm:

1. BeipaBHUBaHUWE IJIUH UMEHU U (PaMUTIUN — UMS JOTIOJHSICTCS JIBYMsSI JTOTIOJTHUTEIHHBIMU
CHMBOJIAMH:

Ivanov - 73 118 97 110 111 118

PetrPe - 80 101 116 114 80 101
2. Bpruucnenue cymmsbl udp JaThl:

C=0+5+0+3+2+ 0+ 2 +3 =15
3. Brmuuciienue Kiaroya:
K= (73*80+118*101+97*116+110*1144+4111*80+118*101) div 15 =
= 415619 = 103Cy6 = 0001 0000 0011 1100,.

Jlamee OalThI TEKCTOBOTO COOOIICHMS CKJIQABIBACTCA IO MOAYI 2 ¢ Oalramu,

MOJTYYCHHBIMH IIUKJIHYECKUM TTOBTOPEHUEM TTOCIICIOBATEILHOCTH 0aHTOB TIOJYYEHHOTO KITFOUA.

PykoBoguTens oTnena pa3paOOTKy Jajl MOPYYEHUS CBOUM COTPYJIHHUKAM B TEUCHHUE THS
21 deBpans 2023 roga HamwcaTh B 4aT HA3BaHHUE a’pOIOPTA, OTKYy/la UM YyJT0OHEE BHUICTAThH
B komauupoBky: VKO unu DME. [Ipoananu3upyiiTe modydeHHbIN UM 3au(pOBAHHBIN TOTOK
COOOILIEHUI U3 MECCEH IKepa U OIpeIeTUTE:


11_3/packets_v1.cap
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1) KTO HE BBIITOJHUI TIOPYUYCHUE PYKOBOIUTEIIS?
2) 3a KaKoi a3poropT MPOroJI0COBATIO OOJBITMHCTBO COTPYIHHUKOB?

K 3a0aue npunazaemcs:
«list_v1.txt» — cIiMCOK COTPYTHUKOB,
«cypher_v1.txty — 3amugpoBaHHBIA TEKCT MECCEHIDKEPA.

3adaya 5. Blockchain

CymiecTByeT cucTeMa XpaHEeHHUs JOKYMEHTOB, TIOCTPOSHHAs HA OCHOBE CBSI3HOTO CITHCKA
0s10kOB (Os10K4YEiTH). BiIoKM cOCTOSAT M3 TpaH3akUMi W MHGOPMAIMKA O MPEIbIAYIIeM OJIOKe
nenouku. CTpykTypa 61oka onrcana B popmate JSON u COAepKUT caeayronyto HHPOPMAIIHIO:

— HoMep Ooka (_id),

— nara co3manus oyoka B popmare “YYYY-MM-DD ” (date),

— CHHMCOK TPaH3aKIUH, BXOAAIINX B COCTaB OJloKa (storage),

— XelI-3HaueHue npeapinymero oioka (hash prev),

— KOHTPOJIbHAS CTpoKa (nonce).

st noGamneHuss OJlOKa B CBSI3HBIM CHUCOK HEOOXOJIMMO BBIYMCIUTH 3HAUCHUE
koHTpoJibHOM cTpoku (NONCE) takoe, uToObI Xemi-(QyHKIHs 3Toro 6;10ka Bo3Bpaliaia CTpoKy,
HaynHaromyocss ¢ cuMBojioB ‘00°. Xemi-pyHkius OJl0Ka BBIYHCISAETCS HA OCHOBE 3HAYCHUS
Xenr-QyHKIMK Tpeabaynero 0j0ka, 3HaUYeHUs Xell-QyHKIMUA OT CIUCKA HACHTU(PUKATOPOB
TpaH3akiui 6510ka u 3HaueHuss KOHTposibHOU cTpoku NONCE (cMm. muctunru 1, 2).

Jluctunr 1 — OyHKIMS NOJYyYEHUs XEHI-CTPOKU M0 MAaCCUBY MICHTU(PUKATOPOB TPaH3aKIUI
3k C++

Il andaBuT XeEMI-CTPOKU
const std::string ALPHABET =
"0123456789@<=>ABCDEFGHIJKLMNOPQRSTUVWXY Zabcdefghijklmnopgrstuvwxyz";

// moy4yeHrne CUMBOJIAa U3 ajidaBUTa XEII-CTPOKH 0 €ro WHIEKCY (TI0 MOIYJIIO JUTMHBI andaBUTa)
char getHashChar(unsigned long long index) {

return ALPHABET(index % ALPHABET.length()];
}

// TlonydeHune xem-cTpoku no MaccuBy u3 ID Tpanzakiuii

I/l STORAGE - maccuB (BekTOp) yrcen-UaAeHTH(HUKATOPOB TPAH3AKIIUI

/I SIZE - mimHa nosydaeMoil Xe-CTpOKH

/ RETURN

/I BBIYMCIICHHYIO XEII-CTPOKY UTHHBI SIZE

std::string StorageHash(std::vector<int> storage, int size) {
// cTpoka - pe3yabTat (pe3epBUpyeM HEOOXOIMMOE KOJTHYECTBO CHMBOJIOB)
std::string res(size, 0);

/l He0OXOAUMBIEC KOHCTAHTBI
unsigned long long intHash;
unsigned long long sum = 42;
unsigned long long mul = 37;

/] OCHOBHO¥ TTHKJI
for (inti=0;i<size;i+=2){
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// BBIYMCTICHUE CYMMBI C TIPEIBITYIIUM BBEIYUCIICHHBIM 3HaUeHHeM hash
intHash =sum + i+ (i >0 ? res[i - 1] : 0);

// HOpMHpOBaHUE - OTYYSHUE CUMBOJIA XELI-CTPOKU

res[i] = getHashChar(intHash);

// BBIYMCIIEHHE TTPOU3BEACHHUSI HA OCHOBE CYMMBI

intHash = (mul + i) * intHash;

// HOpMHpOBaHHUE - TOTYYSHUE CHMBOJIA XEUI-CTPOKU

res[i + 1] = getHashChar(intHash);
}

// 3aMeImrBaHue UACHTU(UKATOPOB TPAH3AKLIUI
for (int i = 0; i < storage.size(); i++) {
Il cnoxxenue
intHash = res[i % size] + storage[i];
// HOpMHpOBaHHKE - TOTYYSHUE CUMBOJIA XELI-CTPOKU
res[i % size] = getHashChar(intHash);
Il ymHOX)EHUE
intHash = res[(i + 1) % size] * storage[i];
// HOpMUPOBAHUE - MOJTYyYEHNUE CUMBOJIA XEII-CTPOKHU
res[(i + 1) % size] = getHashChar(intHash);
}
// BO3BpaIieHue pe3yabTara
return res;

}

Jluctunr 2 — OyHKIMS NOTYyYEHUs XEHI-CTPOKHU MO OJIOKY B IIENOYKe OJIOKYEHH

SA3pik C++

// TlomydeHune Xen-cTpoOKH Ha OJI0K

/l PREVHASH - XeNI-CTPOKa MPEIbIIYIIero 0JIoKa OJIOKYeHA

Il STORAGEHASH - xem-ctpoka o maccuBy ID TpaH3akiuii Tekyiero 010ka

/I NONCE - KOHTpOJIbHAsI CTPOKa

Il SIZE - JUTMHA TTOJTy4aeMOM XEII-CTPOKU

/ RETURN

/| BBIYHCICHHYIO XEII-CTPOKY

std::string BlockHash(std::string prevHash, std::string storageHash, std::string nonce, int size) {
// cTpoKa - pe3ysbTaT (pe3epBUpyeM HEOOXOAUMOE KOJIMYECTBO CUMBOJIOB)
std::string res(size, 0);

/] HeoOX0IMMbIE KOHCTAHTBI

unsigned long long intHash;

unsigned long long hash = 2139062143,;
unsigned long long sum = 42;

unsigned long long mul = 37;

I cknenBanue prevHash u storageHash
for(inti=0;i<size;i+=2){

res[i] = unsigned char(prevHash[i] + storageHash[i]);

res[i + 1] = unsigned char(prevHash[i + 1] * storageHash[i + 1]);

}

/I ocHoBHOM mk - cknenBanue ¢ NONCE

for (inti=0;i<size;i+=2) {
// cnoxenue ¢ ouepenHbiM cumMBoiioM NONCE
intHash = sum + i + res[i] + nonce[i];
// HOpMHPOBAHUE - TOJTYYCHNE CUMBOJIA XEII-CTPOKU
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res[i] = getHashChar(intHash);

// cnoxenue u ymMHOxkeHue ¢ ApyruM cumBosiom NONCE
intHash = (mul + i + 1) * hash + res[i + 1] + nonce[size/2 + i/2];
// HOpMHpOBaHUE - NOJYYEHNUE CUMBOJIA XELI-CTPOKU

res[i + 1] = getHashChar(intHash);

}

// BO3BpallleHne pe3ynbTaTa
return res;

OnuH COTPpYAHHMK peml M00aBUTh TOJIBKO YTO CO3JaHHBIA JOKYMEHT (TpaH3aKIIHsI
c uaentupukaropom ID=33) B Onok, chopMupoBaHHBIA B MPEABIAYIIEM Mecsle. YKaKUTE,
B Kakoil OJIOK HEOOXOAMMO 00aBUTHh TPAH3AKIMI0O U KAaKOE HOBOE 3HAYEHUE KOHTPOJIHHOU
ctpoku NONCE B sTOoM O5loKe HYXHO 3a7aTh, YTOOBI 3Ha4YeHHE Xem-QyHKIUH OJI0Ka
HE U3MEHWIOCH, U MouduKaiuys 610ka He ObuTa 0OHApYXKeHa B OJTOKUYeHHE?

K 3adaue npunacaemcs:
«blockchain_vl1.json» — comepxumoe OJIOKYEHHA.
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